
Fall Edition
From The Desk Of The CEO - Tom Murray

7 Fraud Prevention Tips to Stay Safe & 
Secure

At Nelson & District Credit Union, we 
want you to experience safe and secure 
banking that you can depend on year 
after year. As part of our commitment 
to keeping you safe, here are 7 smart 
and simple fraud prevention tips that 

you can start using right now: 

•      Protect your personal information. 
Unless you’re communicating with some-
one you know (and who has a good 
reason for asking), don’t reveal any 
personal information over the phone, 
such as passwords, credit card numbers, 
or even your date of birth or occupation. And never 
share personal or con�dential information through 
email, social media messengers, or on unfamiliar or 
unencrypted websites.  

•      Choose and store passwords wisely. While remem-
bering dozens of passwords can be a burden, it’s never 
a good idea to use the same password multiple times, 
or to pick passwords that sophisticated cyber crimi-
nals can easily guess (such as your birthday, street 
address, and so on). Also be sure not to store your 
passwords in a spreadsheet on your computer, or even 
in a notebook in your house.

•      Shield your PIN. Regardless of whether you’re 
using an ATM that you’ve used a hundred times 

before, or a point-of-sale terminal at your favorite 
neighborhood store, it only takes one bad experience to 
make you wish you could “turn back the clock” and 
shield your pin. It’s a simple and smart habit that will 
help keep you safe.  

•      Shred documents. While it may seem a bit “excessive” 
for you to shred receipts and other documents that you 
no longer need, the unfortunate reality is that criminals 
will sift through garbage and recycling bins to �nd 
information they can use to commit crimes. Shredders 
are inexpensive, portable and easy ways to make sure 
that what you throw away stays thrown away!        

•      Check all credit card statements. Life can get very 
busy, and it can be hard to �nd time to scrutinize credit 
card statements each month -- especially if you have 
several credit cards. However, it’s time very well spent! 
By spotting suspicious charges and reporting them 
immediately to your credit card company, you not only 
protect yourself and avoid liability, but your credit card 
company can investigate and hopefully thwart a 
would-be criminal in his or her tracks – which helps 
make everyone else safer, too.

•      Get your credit report once a year. 
Your credit report can help you identify 
any suspicious activity and take action 
now vs. later. You can order your credit 
report at no charge once a year by mail, 
fax, phone or in-person from either 
Equifax Canada or TransUnion Canada. If 
you’re concerned and want to see your credit report 
instantly, you can order it online for a small fee.  
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From The Desk Of The CEO - (continued)

At NDCU, we’re dedicated partners in your �nancial 
well-being. By following these tips, staying vigilant, and 
immediately reporting any suspicious activity to the 
proper authorities, you can help ensure that you aren’t a 
victim of fraud – and that your money is safe and secure. 
Fraud can a�ect anyone at anytime. Your best protection 
is to be cautious, aware and responsible with your 
personal and �nancial information. Please enquire about 
MemberDirect alerts on your next visit.

Rising To The Challenge

Figuring it out as we go 
has been the theme for 
longer than we care to 
remember, but that is the 
way it has been in all our 
service areas. We applaud 
everyone’s e�orts and for 
those groups that we were 
able to support we 
were happy to join 
with them in their 
motivation to keep 
our communities 
as vibrant as 
possible.

In the photo at the 
top we see a contribution being made to representatives 
of Nelson At Its Best and the lower photo shows a contin-
gent who participated in the MS Ride earlier this year. 

Smart Controls For Your Collabria VISA Card

SmartControls is a simple-to-use solution that enables you 
to monitor, control and protect your credit card activity. 
The user-friendly feature allows you to select controls and 
alerts to match your lifestyle and needs. You can customize 
and set up SmartControls via nelsoncu.mycardinfo.com, 
by clicking on Account Services > SmartControls > Create 
Pro�le. Register today. 

Please call Cardholder Service immediately to report your lost 
card, phone numbers on card back. The cardholder service 
team will disable the card limiting unauthorized spending. To 
better assist  servicing your account, please be prepared to 
let Collabria know where and when your card was lost/stolen 
and the last authorized transaction on the card.

Cyber Crimes - Kootenay Insurance Services Ltd.

If your business is targeted, how will you recover?

Maybe you have a standard o�ce set-up - a modest number 
of employees, including a solid IT person. You have a 
website, of course, and a pretty impressive customer follow-
ing in your region. But you certainly aren’t a national bank or 
a global technology giant, so you don’t consider yourself to 
be a target for cyber criminals.

Stories in the media about cyber attacks tend to focus on 
huge corporations, but smaller businesses are just as much 
at risk. While common threats like ransomware attacks and 
phishing scams aren’t exactly new, they are becoming more 
sophisticated and widespread. 

Do your employees use computers and smartphones? How 
many online transactions – business-related and personal – 
do you suppose take place every day within your company?  
The reality for small businesses is that they generally don’t 
have resources at their disposal to �x a breach, and recovery 
can be a painfully long and expensive process. 

There are new consequences to 
consider today. For example, do you 

sell anything online? If you experience 
an attack, how long can your online 

store be out of service before 
the loss of revenue becomes a 
signi�cant problem for your 
business?

  
Additionally, word gets around quickly in today’s climate of 
social media use. Public chatter about a business being 
compromised can result in long-term reputation damage.  
Even the most skilled IT team is helpless to recover a compa-
ny’s reputation. 

We know how overwhelming it is to keep up with cyber 
trends and stay aware of new threats – especially while 
running a business. However, your business is worth the 
e�ort to partner with experts that will protect you against 
the cyber threats of today, and for what’s coming.

Kootenay Insurance Services Ltd is ready to assist you.  Talk 
to a member of their Commercial Team today. 

https://www.kootenayinsurance.ca/contact-us

Toll-free: 1-844-467-8748
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APPLY ONLINE NOW!

We Have A Card
To Fit Your Life Ask us today.
Canadian & US Dollar cards available.


